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Why Business Continuity and 
Disaster Recovery?

We want to provide continuous service and 
improved backup for mission-critical systems 
and normal business operations.

USC is located in Southern California, where 
there is a significant risk of a large 
earthquake in the near future.

There is also concern that an outbreak of flu 
could require faculty, students, and staff to 
work remotely for 1 to 3 weeks. 2



USC Goals
For Business Continuity:

• critical teaching functions to be restored 
within 7 days

• critical research functions to be restored 
within 14 days

For Disaster Recovery:
• identified ITS services to be restored within 

required timeframes
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Business-Impact Analysis
ITS is working with a certified business-continuity 

specialist to:
1. Conduct a business-impact analysis.
2. Evaluate business-recovery strategies.
3. Develop the business-continuity plan.
4. Maintain that plan on an ongoing basis.
5. Test that plan annually.
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Critical ITS Business Functions
• USC emergency website
• University’s phone operators
• University’s voice network service
• ITS Network Operations Center
• Internal data network service
• External data network service
• Security of information
• Web-based communications systems
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Critical ITS Business Functions
• Customer support center & communications 

services
• ITS purchasing
• Enterprise systems, disk storage, student 

information systems, and related facilities
• Colocation services
• Online educational technology applications 

(including Blackboard)
• ITS staff timekeeping and payroll 
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Critical ITS Business Functions
• Support for classroom labs, multimedia 

classrooms, and computer centers
• Audio/video conferencing services
• USC’s High-Performance Computing Center
• Support for the USC Shoah Foundation Institute 

video archives
• ITS budget administration
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Business-Continuity Planning
ITS is identifying those core services that require 

the attention of key staff members.  To mitigate 
risk, ITS is developing contingency plans by 
service, including:
• Improved documentation.
• Cross-training of staff.
• Development of telecommuting options and 

guidelines.
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ITS Disaster-Recovery Tier-1 Services
Timeframe: online within 24 hours of a disaster with 

no more than 24 hours of data loss
• critical to ITS business processes, or
• critical to university infrastructure, or
• critical to teaching, or
• critical in order for other departments’ critical 

business processes to function and/or vital 
records to be accessed

Examples:  Student Information System and 
Blackboard
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ITS Disaster-Recovery Tier-2 Services
Timeframe: online within 7 days after a disaster

• critical to research, or
• critical in order for other departments’ critical 

business processes to function and/or vital 
records to be accessed, or

• non-critical but necessary services supporting 
ITS’s infrastructure or service offerings, or

• identified as non-critical but necessary 
services supporting other departments
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ITS Disaster-Recovery Tier 3 Services
Timeframe: online within 14 days after a disaster

• supporting ITS’s infrastructure or service 
offerings, or

• non-critical secondary services supporting 
other departments’ operations.
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ITS Disaster-Recovery Tier 4 Services
Timeframe: unlikely to be brought up in the short- 

term following a disaster; online within months 
of a disaster.
• considered necessary for normal operations, 

but not considered necessary for short-term, 
post-disaster operations, and

• downtime-tolerant.
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ITS Disaster-Recovery Site Design
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Guidelines for Maintaining Classes 
in an Emergency

http://cst.usc.edu/services/emergencyprep.html
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Faculty Survey Response
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Closing and Discussion

For additional information 
concerning this presentation:

Adele Shakal, adele@usc.edu
ITS Information Technology Project Office
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